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ABSTRACT

In this paper, the improved security operation model based on the vulnerability database is studied. The proposed model
consists of information protection equipment, vulnerability database, and a dashboard that visualizes and provides the results
of interworking with detected logs. The evaluation of the model is analyzed by setting up a simulated attack scenario in a
virtual infrastructure. In contrast to the traditional method , it is possible to respond quickly to threats of attacks specific to
the security vulnerabilities that the asset has, and to find redundancy between detection rules with a secure agent, thereby
creating an optimal detection rule.
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Table 1. Description of Vulnerability Layer

Column Type Contents
Ve_ID varchar vulnerability id
Ve_Name varchar name of.t.he
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Ve_Date date registering date
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Table 2. Description of Asset Layer

Column Type Contents
Manager_ID varchar asset manger id
HW_ID varchar hardware id
operation version
OS_Ver varchar P
of hardware
service name
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SW_Ver varchar version of software
. ort number of
Port int P .
the service
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Table 3. Description of CVE Layer

Column Type Contents

types of the
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CVE_Type

publishing date of
the vulnerability

CVSS score of the
vulnerability

URL of the known
vulnerability
references

CVE_PubDate date

CVE_CVSS float

CVE_REF URL| longtext

description of the
vulnerability
URL of the
unknown
vulnerability
references
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NCVE_REF URL] longtext
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B hyun-virtual-machine-ens33-1
N E hyun-virtual-machine-ens33-1
» |2 hyun-virtual-machine-ens33-1
e byun-virtual-machine-ens33-1
B hyun-virtual-machine-ens33-1

sid

3.25701

3.25748

3.25735

3.25761

3.25773

3.25776

3.25777

3.25784

3.25796

3.25724

3.25707

3.25730

3.25756

3.25679

3.25681

3.25685

3.25688

325686

3.25677

3.25687

3.25689

alert_date

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

June 4th 2019,

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:08.000

09:05:07.000

09:05:07.000

09:05:07.000

09:05:07.000

09:05:07.000

09:05:07.000

09:05:07.000

09:05:07.000

src_ip_address

162.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192,168.134.132

162.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192.168.134.132

192,168.134.132

162.168.134.132

192.168.134.132

102.168.134.133

192.168.134.132

192.168.134.132

192.168.134.132

sre_port

53493

51513

51513

54201

52345

54201

54201

49665

29685

51513

56895

38013

38013

49665

49665

38013

29665

50

29685

38013

49665

dst ip_address

192.168.134.133

192.168.134.133

192.168.134.133

192.168.134.133

192.168.134.133

192,168.134.133

192,168.134.133

192,168,134.133

192.168.134.133

192.168.134.133

192.168.134.133

192.168.134.133

192.168.134.133

192,168.134.133

192,168,134.133

192.168.134.133

192.168.134.133

192.168.134.132

192.168.134.133

192.168.134.133

192.168.134.133

dst_port alert message
50 Persistent XSS in POST

50 Remote OS Vulnerability in URI
80 Remote OS Vulnerability in URI
80 Remote 0S Vulnerability in URT
80 Remote 0S Vulnerability in URT
80 Remote 0S Vulnerability in URT
80 Remote 0S Vulnerability in URT
L Remote OS Vulnerability in URI
50 Remote OS Vulnerability in URI
50 Remote OS Vulnerability in URI
80 Persistent Xss in POST

80 Remote 0S Vulnerability in URT
80 Persistent Xss in POST

80 Remote 0S Vulnerability in URT
L Remote OS Vulnerability in URI
50 Remote OS Vulnerability in URI
50 Remote OS Vulnerability in URI
38013 Directory Browsing Vulnerability
80 Remote OS Vulnerability in URI
80 Remote 0S Vulnerability in URT
80 Remote 0S Vulnerability in URT
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Fig. 9. Monitoring with Improved Model
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